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Agenda

1. A few definitions – make sure we are on the same page

2. Why do you need an enterprise level identity and access 
management tool? 

3. Use our experience to link theory to a real-world 
example

4. Type of users

5. Access Management with Tenants and Roles



Single Sign-On (SSO)

• Single sign-on is an authentication method that allows users to sign in using one set of credentials to 
multiple independent software systems. 

• Using SSO means a user doesn't have to sign into every application they use.



OAuth 2.0 and OpenID Connect (OIDC)

OAuth 2.0

https://openid.net/specs/openid-connect-core-1_0.html

The OAuth 2.0 is the industry protocol for authorization. It allows a user to 
grant limited access to its protected resources. Designed to work specifically 

with Hypertext Transfer Protocol (HTTP), OAuth separates the role of the 
client from the resource owner.

OAuth 2.0 is directly related to OpenID Connect (OIDC)

OpenID Connect (OIDC) extends the OAuth 2.0 authorization protocol for 
use also as an authentication protocol. You can use OIDC to enable single 

sign-on (SSO) between your OAuth-enabled applications by using a security 
token called an ID token.

The full specification for OIDC is available on the OpenID Foundation's 
website at OpenID Connect Core 1.0 specification.

OpenID Connect

https://openid.net/specs/openid-connect-core-1_0.html


OAuth 2.0 and OpenID Connect (OIDC)

OAuth 2.0

https://openid.net/specs/openid-connect-core-1_0.html

ACCESS TOKEN

OpenID Connect

ID TOKEN

https://openid.net/specs/openid-connect-core-1_0.html


Azure Active Directory (AAD) and Multitenancy

Azure Active Directory

Azure Active Directory is a cloud service that provides administrators with 
the ability to manage end-user identities and access privileges. Its services 

include core directory, access management and identity protection

A tenant is a group of users. In a SaaS application, the tenant is a subscriber 
or customer of the application. Multitenancy is an architecture where 

multiple tenants share the same physical instance of the app.

Although tenants share physical resources (such as VMs or storage), each 
tenant gets its own logical instance of the app.

Multitenancy



Single tenant web app

Web app

Tenant 1



Multitenant web app

Web app

Tenant 2

Tenant 1

Tenant 3

Tenant 4



Multitenant web app

Web app

All Fish Group

Fish Inc.

Fish X

Fish.com



Identity and Access Management Tool

Customers of your service need

1. Their own account

2. Be able to login

3. Manage their own data

4. Access to functionality linked to their role

Data management

• Customer trust

• Strict control

We need a secure solution – we don’t want to be the next 
headline in the newspaper…



Examples of user information getting leaked

https://www.electric.ai/blog/recent-big-company-data-breaches
https://www.securitymagazine.com/articles/98716-the-top-10-data-breaches-of-2022
https://www.cnbc.com/2022/11/21/why-microsofts-hack-data-means-you-may-need-new-login-passwords.html

https://www.electric.ai/blog/recent-big-company-data-breaches
https://www.securitymagazine.com/articles/98716-the-top-10-data-breaches-of-2022
https://www.cnbc.com/2022/11/21/why-microsofts-hack-data-means-you-may-need-new-login-passwords.html


Our dead fish counter - Fishwell Detection
detection.fishwell.no



Our dead fish counter - Fishwell Detection



Our dead fish counter - Fishwell Detection



Our dead fish counter - Fishwell Detection



What types of users do we have?

Business-to-business (B2B) solutions, 
such as accounting software, work 
tracking, and other software as a 

service (SaaS) products.

Business-to-consumer (B2C) 
solutions, such as music streaming, 
photo sharing, and social network 

services.

Users within your AAD. A customer 
that wants to onboard without using 

their own identity and access 
management tool.



Business-to-business (B2B)

For us B2B customers will be

• Companies from our network of partners

• Fish farming companies

An administrator from their tenant need to sign up to our 
application for their users to get access



Business-to-consumer (B2C)

We are not using this solution (yet).



Users within our AAD

Our short-term solution if a customer does not have

1. Developers available for integration development

2. Time to wait before testing our services

We need a way to add them quickly to our system



First - authentication

Need to configure the authentication middleware in the startup class.

1. Authentication scheme 2. AAD configuration



First - authentication



Second - authorization

1. Tenant (Company) 2. Roles



Authorization - Which Azure functionality?

When a user signs in, Azure AD sends 
an ID token that contains a set of 
claims about the user. A claim is 
simply a piece of information, 
expressed as a key/value pair.

User flows are predefined, built-in, 
configurable policies that we provide 
so you can create sign-up, sign-in, 
and policy editing experiences in 
minutes.

Custom policies enable you to create 
your own user journeys for complex 
identity experience scenarios that 
are not supported by user flows. 
Azure AD B2C uses custom policies to 
provide extensibility.



Claims-based Identity



Assign and manage roles

We define the application roles. 
After a customer signs up, an admin 
for the customer's AD directory 
assigns users to the roles. When a 
user signs in, the user's assigned 
roles are sent as claims.

Roles are represented as Azure AD 
security groups. The application 
assigns permissions to users based 
on their security group memberships.

Application roles are not stored in 
Azure AD. The application stores the 
role assignments for each user in our  
own DB — for example, using the 
RoleManager class in ASP.NET 
Identity.



App Roles

• Global Administrator

• Administrator

• Site manager

• Standard User



App Roles

• Global Administrator

• Administrator

• Site manager

• Standard User



JWT Example



OAuth 2.0 and OpenID Connect (OIDC)

OAuth 2.0

https://openid.net/specs/openid-connect-core-1_0.html

ACCESS TOKEN

OpenID Connect

ID TOKEN

https://openid.net/specs/openid-connect-core-1_0.html


JWT Example



Using the information from the claim



Using the information from the claim



Using the information from the claim



Our dead fish counter - Fishwell Detection



Using the information from the claim



Our dead fish counter - Fishwell Detection



Look more into how to set this up

https://learn.microsoft.com/en-us/azure/architecture/multitenant-identity/

https://learn.microsoft.com/en-us/azure/architecture/multitenant-identity/


Creating an ecosystem of applications



Creating an ecosystem of applications



Any questions?
Email: mats@fishwell.no

LinkedIn: https://www.linkedin.com/in/matslundellnygjelten/

mailto:mats@fishwell.no
https://www.linkedin.com/in/matslundellnygjelten/


Thank you!
Email: mats@fishwell.no

LinkedIn: https://www.linkedin.com/in/matslundellnygjelten/

mailto:mats@fishwell.no
https://www.linkedin.com/in/matslundellnygjelten/
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